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Data Encryption on Linux

by Andy Pepperdine

Why encrypt?
The desire of bad actors to obtain as much information as possible about anyone at all so they can 
execute some form of scam or impersonation is now making it more important for us not to lose 
data to them. Exactly what form of protection you require depends on what you have and how you 
wish to protect it. We will look at some easy cases.

If the machine you habitually use is a laptop, it might easily be stolen, or it could simply be lost. 
You should consider whether that is likely, or whether you can afford to carry your own insurance 
on the event of loss. Bear in mind that internal disks in laptops can be removed and read by another 
machine. It is not enough to have protection only via a password on your account.

If you keep backups on separate removable devices, then are they liable to be stolen or lost? If so, 
then you should ensure the contents of these disks are encrypted.

Whole disk encryption
The solution to both of the two scenarios above is to do what in Linux terminology is known as 
whole disk encryption, in which the totality of a partition is encrypted, and cannot be accessed 
without providing the key. In reality, it is the partition, not the disk, that is encrypted.

There used to be fairly easy ways of encrypting just directories via the ecryptfs application. This is 
now strongly deprecated and it is no longer being maintained and so will become unstable. It is still 
used for encrypting home directories, but that option is no longer available via a dialog when 
creating users. It is still there for the chief account on Mint when installing the system from scratch, 
but I suspect that may fade as well.

There were other techniques, like encfs, but they also are being discontinued. All of them relied on 
user level access to file system functions, and for security reasons, that is being actively 
discouraged. Support for encryption of a complete partition is now embedded in the kernel and 
provides faster and more reliable results.

Encrypting the system disks
Practically, this can be done only when installing the system, and modern Linux distributions 
provide an easy way to do this. Just select the appropriate option at the beginning of the installation 
process, and it will just happen. A password must be provided, and this will be required every time 
you boot the machine.
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To make it easy to remember, it is not a bad idea to make the system disk decryption password the 
same as your main admin log-in password. For Linux Mint the main admin user is your own user.

You will have to provide the password twice during the boot process – once to decrypt the disk, and
once to log in to your user account. If this gets annoying, then there is a way to automatically log in 
to your default use without providing the password. From the System Settings dialog, select the 
Login Window and then the Users tab. The section Automatic Login allows you to say which 
account is automatically logged in and a default time delay before it happens. Of course you still 
have to provide the password to decrypt the system disk in the first place, but the login will not 
require it.

Note that too short a time here may make it difficult to get into another account if you have one. It 
will not take effect until you re-boot the system.

This is suitable only if the machine is used only by you. Also remember that the password will still 
be needed to access administration features, so you cannot afford to forget it.

Encrypting a removable drive
If you wish to encrypt a removable drive, for example as a backup drive, then you will need the 
Disks utility. Most new distributions contain this by default, otherwise, install it as a normal 
package.

Note that the package gparted cannot be used to do this, since it does not allow you to create an 
encrypted partition.

First, plug in the device you wish to create the encrypted partition on. Then start up Disks, either 
from the Menu → Accessories → Disks, or from the control centre and select Disks from the 
Hardware section. You will then be shown a window with all the accessible devices on the left. 
Select the one from that list that corresponds to your device. Be careful here, as a mistake could 
mean you modify the wrong device and lose all the data on it.

When you have it, the right hand side will show what it looks like at the moment.

I will assume that you will want to encrypt the whole disk as a single partition. If this is not the 
case, and you wish to put more than one partition on the device, then split as you wish, and pick up 
the details below from where the partition is about to be created in a suitable empty space.

To create an encrypted partition, you must first free up the space, so select in turn all the partitions 
listed, and hit the minus sign to remove them one by one, until it says that there is a single free 
space shown.

Then hit the Plus sign in order to create the new encrypted partition. You will be presented with a 
dialog to select the size. Choose the maximum, which should be the default as shown, and hit Next 
(top right).
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Give your partition a recognisable and unique name. This is important because it will enable you to 
check what you are seeing when you plug it in and be able to get the decryption correct. I tend to 
use uppercase for label names, and the corresponding lower case value for the internal names. In 
this document I will use the name STUFF for the label of the partition. Note that the case of names 
in Linux matters – lower and uppercase names are different.

You may wish to erase the data, but be aware that this could take considerable time on a large disk.

Encrypted disks cannot be read by Windows machines without adding extra file system capability to
your Windows system. At this level assume that it will be inaccessible to such systems.

Select Internal disk for Linux only (ext4), and tick the Password protect box. Then hit Next again.

You will be asked for a password. Use whatever technique for passwords you use. It will be needed 
every time you plug it in. (But see below for exception to this.)

It will then go ahead and create your partition. Note that this could be time consuming, depending 
on the size of it.  During the process, a circling mark will be seen against the name of the device in 
the left column, When it is finished, you will be returned to the Disks window.

If you want to do some of the more advanced things with the drive, then at this point it is worth 
copying off the UUID of the partition by selecting the upper of the two areas it will display. Save it 
in a text file for ease of copying into the command line when needed.

You can now start your file browser and select the device, after which you will be able to add 
directories and files into the device.

Mounting encrypted drive
When you plug in the drive, you will be asked for the password. Also on this dialog, you will be 
given three options on how to treat the password.

The default is that the system will keep the password itself until you log out. So as long as you 
remain logged in, you will be able to just plug it in like any other drive and not bother to enter the 
password. Logging out, or closing the system down, will lose the key and you will have to provide 
it anew.

Another choice is that it can forget the password immediately. This may be useful when you use the 
drive on an unfamiliar machine and do not want it left around. I would recommend always doing 
this while you are experimenting to see how things work, otherwise it may confuse you when you 
find it does not ask you for the password when you would expect it to.

A third choice is that it will save the password in your own keyring and it will always be there when
you plug the drive in when you are logged in. Note that you will not then need to type the password 
each time – but importantly, it will still be needed elsewhere, for example if you get a new system, 
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or you are recovering data after a crash, or you plug it into another machhine. So if there is a danger
you will forget it make sure you have a record of it.

More features and technical background
The rest of this document is for more advanced use of encrypted partitions. If you are not happy to 
use the command line, stop reading. There are no windowed applications for these features.

First some background. When a normal unencrypted USB device is plugged in, the system will see 
on it a usable file system, and will mount it among the user’s media devices for use by that user 
only. It will be found under /media/username in the file system, where username is your user name.

For encrypted devices, a step is required before it can be mounted as a usable file system. It has to 
be decrypted. In practice what that means is that a mapping is set up between the data on the drive 
and the data in a pseudo-device. The application that performs this mapping is cryptsetup, an 
application that has multitudinous options, but I’ll cover a very small number of them here.

The partition will be mapped onto /dev/mapper/some-name, and then this mapping is mounted. 
When a device is plugged in, it will detect the encrypted partition, and then ask for a password to do
the decryption, which it will do as the root user automatically. To do this manually, it must be via 
the root user, which means in practice by the use of the sudo command.

The mapper is found under /dev/mapper/luks-STUFF-UUID. I will use the term STUFF_UUID 
whenever I need the UUID string of the encrypted partition. Note this is the UUID of the partition; 
it is not that of the mapper. (See next section for how to get UUID).

After it is mounted, it will appear in the file system at /media/username/STUFF. The name STUFF 
is that of the partition label, so this is a good reason to choose a decent label.

If you want the device to appear at the same place every time it is used, and it is usually 
permanently plugged in, then you should refer to the partition by its UUID, not by its device name, 
since the latter can change from boot to boot. More on this later.

Note that I have reduced the font on some lines to make it clear that they are single line commands 
or output. Do not split these command lines when entering them (unless you know how to do that). 
I’ve also used italics for terms that you supply or that can vary, and regular text for standard text.

Adding another key to unlock a partition
A partition can be unlocked using any one of up to 8 keys. These can be passwords you type in, or 
files that it reads. Adding passwords and keyfiles must be done via the command line. If you are not
comfortable with that, then please just treat the drive as a normal one, but one which you will have 
to supply the password for each time. (But see previous section about use of passwords.)

Data-encryption.odt Page 4 / 9



2021-06-24 Data Encryption U3A in Bath

To access the partition to manage the keys, it seems there are certain constraints on its status. I’ve 
found the best way to proceed is this. First, plug in the device, but do NOT give a password. Instead
just cancel out of the dialog.

Then use the Disks application to discover the location of the encrypted partition. Say it is at 
/dev/sdXN. Then you can access the partition under that name. The sdXN is the location it reports.

You can now discover what is already defined with the command

sudo cryptsetup luksDump /dev/sdXN

To add another password, then the command you need is 

sudo cryptsetup luksAddKey /dev/sdXN

and you will be asked for the password. It will add it at the next available slot.

If the device may move from place to place, this is not suitable to place in a script. What you need 
in that case is to identify the UUID of the partition and use that instead. To find the UUID, plug in 
the device and then open the Disks application. Find the device and partition of interest and select 
the partition. If you have mounted the device and read it, then the mapper will also exist. But you 
can still find the UUID if it isn’t mounted. If it is mounted, then it will display two partitions one 
above the other. This means that the true hardware device is at the top, and the mapper device is 
below it. You want the top one. Select it.

Below the display the UUID will be shown, and will probably be a long string of hexadecimal digits
interspersed with hyphens. This can be copy/pasted to an editor for easy later reference.

This value can be used in place of the /dev/sdXN like this:

sudo cryptsetup luksDump UUID=STUFF-UUID

sudo cryptsetup luksAddKey UUID=STUFF-UUID

where the STUFF-UUID is the string of characters you picked out as the UUID.

For the more paranoid (a diversion)
If you are worried about data being decrypted on a stolen drive and you want to make this as 
difficult as possible, then you should also write random data to the partition before creating the file 
system on it. This will prevent comparisons against various areas that seem to be unused in order to 
extract what appears to be a key. A discussion on reasons can be found in the references.

Bear in mind that writing every byte of a large device can take many hours, or even days, so think 
before doing this. But if you still want to go ahead, then proceed like this after you have made the 
partition, but before doing anything else. At this point you will have identified the device name 
sdXN but will not have any data on it.

Next, with care to get the device name write, use the command:
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sudo dd if=/dev/urandom of=/dev/sdXN bs=1M

and let it run to completion. This command writes blocks of 1M (1024*1024) bytes until it can 
write no more. When it complains. Unplug the device (so ensure that no other partitions on it are in 
use), and plug it back in. You can now create the encrypted file system you want to use on that 
partition.

Adding a keyfile
Passwords are understood by humans, so why use a file?

It may be that you want to get it mounted automatically at boot time, or as part of a set of several all
of which need to be brought up at the same time, and so it would be convenient to set all up with a 
single script.

Keyfiles are just ordinary files that are accessible to you when you want to mount the partition. 
They can be anywhere that can be read at the time you are mounting the partition. It is a good idea 
to set the permissions on the keyfile so that only root can read it to prevent it being accidentally 
read by someone else.

A keyfile can be absolutely any file you like, although making it too long will not gain much over a 
more modest one of size about 4096 bytes. This would give very good protection against theft of the
device. You can choose a text file for the job. Or generate a block of random data with the 
command:

sudo dd if=/dev/random of=/root/stuff-key bs=1024 count=4

where stuff-key is the name of a file you have saved the data in. The number of bytes written will be
the value of the bs option multiplied by that of the count option. The directory /root is one which 
only root can access, it is where you put things that need to be securely saved.

Do not lose this file, and do not edit it in any way at all. The contents of it are the key.

To make it usable as a key, use the command:

sudo cryptsetup luksAddKey UUID=STUFF-UUID /root/stuff-key

Safe storage of master keys
In case you forget a key, there is a way to recover provided you have kept a copy of the master key. 
This is the actual encryption key used for the encryption. The keys you provide will each provide 
alternative methods of uncovering the master key to allow the decryption to take place. This master 
key can then be kept in a safe place and used only when needed for recovery. So don’t forget where 
you’ve stored it!

To extract the master key, use the command:

sudo dmsetup table --showkeys
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(that is two dashes in succession before the showkeys). The output will look something like this:

stuff: 0 3711709184 crypt aes-xts-plain64 stuff-master-key 0 8:2 4096

where stuff-master-key is the long sequence of hexadecimal characters.

All encrypted devices are listed under the names it knows them as. If you have used a sensible name
when opening them, you should be able to easily spot which line is relevant.

First save it as a text file, with no extra characters of any description in it:

echo -n stuff-master-key > stuff-master.txt

Ensure you use the -n option here.

This now has to be converted into a binary file containing that string – but as binary, not the 
hexadecimal values. This is accomplished with the command:

xxd -r -p stuff-master.txt stuff-master.bin

The relevant key file is now in stuff-master.bin. Really, give this a meaningful name. The old file 
stuff-master.txt should be deleted.

You can also check it has the correct contents by the command:

od -tx1 stuff-master.bin

when the output should correspond exactly with the key listed, one byte at a time, and no extra 
characters.

Save stuff-master.bin elsewhere, for example on a separate usb device stored in a safe place, and 
then delete it from your system.

To use these keys to recover a system, then look in the references below.

Mounting at boot time
If you want to access this drive whenever you boot up the system, for instance it is a standard part 
of the data area for you, then there is a way, but it involves use of the command line and editing of 
some system files.

First generate a keyfile as described above, and put it in a place that only root can see. For instance 
suppose you have created the file /root/stuff-key by means of a command like:

sudo dd if=/dev/random of=/root/stuff-key bs=1024 count=4

and have established it as a key file for this partition, then you can decrypt the partition with a 
command like this:

sudo cryptsetup --key-file=/root/stuff-key open --type luks UUID=STUFF-UUID stuff
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which will create the mapper for the decryption, and you can find it on /dev/mapper/stuff as a 
pseudo-device. You can give it any name you like. So I know what is where and what is happening, 
I tend to use uppercase for the labels of a partition, and lower case of the same name for the where it
is to be mounted.

You now must make a place for this file system to be mounted, for example, it can be put at the top 
level of the root file system:

sudo mkdir /stuff

The next step is to mount the file system on this pseudo-device at this mount point:

sudo mount /dev/mapper/stuff /stuff

This will confirm that the partition can be decrypted and mounted as expected, and can be found in 
the file system at that location. Browse to /stuff and verify it is there.

What we now intend to do is make this process automatic at boot time. So long as the device is 
plugged in when you boot, we want it to be found and mounted.

After you have closed all programs accessing this new system, unmount it again with:

sudo umount /stuff

You now have a decryption mapper, but nothing at the mount point. Make a change to the system 
file at /etc/fstab to include this mount at start time. The way I edit system files, is to make sure I 
keep a copy of the original locally and edit that. Then copy it back. So:

cd ; mkdir Edits

cd Edits ; cp /etc/fstab fstab.old

where fstab.old is the local copy of the original file. Now make another copy to a local copy of what
you want it to be:

cp fstab.old fstab

and edit fstab in your favourite text editor. Put the following lines at the end of the file:

# Mount my data device at boot time if present

/dev/mapper/stuff /stuff ext4 defaults 0 0

The line beginning with a # character is a comment line, so you can put in there anything you 
understand and will recognise. It will have no effect on the operation of the system.

When you have edited and saved it, copy it back over the original file:

cd Edits ; sudo cp fstab /etc/fstab

Now check that part works by issuing the command:
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sudo mount /stuff

and it should find what to do from the fstab file and mount the files at that place in the file system. 
You can check it is there by browsing to it with the file browser.

This is the final mount process complete. But we must still get the partition decrypted at boot time 
before we can mount it. That is the next task.

To do that we must edit another system file, this time /etc/crypttab, which you can do exactly 
analogously to fstab. Copy to a local place, and add the following lines to the bottom of the file:

# If STUFF found, decrypt it at boot to be mounted

stuff UUID=STUFF-UUID /root/stuff-key luks

where stuff-key is the file you created and added to the partition as a decryption key, and the UUID 
is the string you will have recorded earlier. Important: the order of lines matters in this file, and 
messing it up can make your system unbootable. Put new lines at the end.

To test this, you will have to reboot the system with the drive plugged in. And it would be a good 
idea to test that the system also comes up without the drive plugged in to make sure you do not have
to have it there.

Mounting automatically at login time
I do not think there is a way to do this. Allowing any user to mount things is not a good idea as it 
opens too many security holes. The best I can think of is to have a script that mounts all the devices 
you need in one go and to use it whenever you log in and need those devices.

References
A thorough description of how to use keys on LUKS partitions can be found here: 
https://www.thegeekstuff.com/2016/03/cryptsetup-lukskey/ It also includes how to reset lost keys.

Adding keyfiles and automatic mounting on boot is described here: 
https://access.redhat.com/solutions/230993

The reasons to write random data: https://security.stackexchange.com/questions/26594/filling-the-
disk-with-random-data-prior-to-encryption

How to save and restore the LUKS headers (for if you really need it): 
https://www.cyberciti.biz/security/how-to-backup-and-restore-luks-header-on-linux/

To recover a partition using the master key: https://access.redhat.com/solutions/1543373

Decrypting with the master key: https://unix.stackexchange.com/questions/119803/how-to-decrypt-
luks-with-the-known-master-key
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