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Discussion comments by Andy Pepperdine
This document will cover a number of disparate items we discussed, not in any real depth.

Password keepers
First, an important note. No password keeper is safe if your machine is compromised. These 
programs do not save you if you allow unauthorised software onto you machine. They should not be
expected to save you from all the other security actions you ned to take.

There are several ways of keeping all your passwords safely. Most people will wish to access them 
from various devices, so a means of transferring them would be advantageous. Some can use a 
cloud based synchronisation system, which you may not like for security reasons.

Some will handle only the standard log on forms for websites. Others allow you to keep all sorts of 
other information as well.

An important consideration will always be how easy it is to connect it to your web browser. Some 
browsers have built-in password managers, others do not.

Before you make a decision, it would be a good idea to think carefully about why you want it, and 
what it must do for you. In addition, you might to consider how easy it will be for the executors of 
your will to clean out all your accounts after your death. If you rely on software, will that still be 
around? Will any files it created still be accessible and readable?

How many web browsers do you use? If only one, then it’s internal password saving mechanism 
may be sufficient. If more than one, then an external service might be more useful to you.

Also, do you want passwords to be uploaded for you to access them from anywhere? If so, perhaps 
you should also think about whether any passwords are particularly sensitive (like banking 
passwords) and so you would rather keep those only locally.

There are some comments on security here:

https://www.schneier.com/blog/archives/2019/02/on_the_security_1.html

reporting on this study:

https://www.ise.io/casestudies/password-manager-hacking/

but bear in mind the date of Feb last year, 2019, and the study does not cover all the programs 
available.

A list of usable password managers can be found in Wikipedia here:

https://en.wikipedia.org/wiki/List_of_password_managers
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Firefox
Mozilla introduced a separate password manager, now called Firefox Lockwise, which is now 
integrated into Firefox itself, replacing the previous internal manager.

Lockwise automatically prompts you to save any new passwords when opening a new page that 
asks for them, and you can optionally set a master password to protect them all. This master 
password is the only one you need every time you use Firefox.

To transfer between devices, Mozilla provide an account free of charge on their server which can be
used to synchronise the user data between devices. It requires a Mozilla logon with a strong 
password, which they do not know on their own server. They keep only the hashed value to allow 
access. Decryption is done locally.

You can use the synchronisation features for preferences, bookmarks and history, and can select 
what data you want Mozilla to keep for you. Synchronising passwords can be avoided.

Keepass
This open source program helps you save all sorts of info in a separate encrypted database, which is
a single file. To share it across devices, one way is to place the database file on a memory stick and 
transfer it. On the second device, then just open the file, instead of starting a new database.

Apparently the GUI is fairly obvious, but much is readily available for help.

A version is available from the Ubuntu repositories, so look in Synaptic and search for “keepass” to 
install it.

This generates a separate database, locally on your machine, and so is not accessible elsewhere, 
unless you deliberately move it there. It forces you to make a master password, but every time you 
login to your account, you will have to start up KeePass and enter this password. There is an 
alternative to this, and you can get it to accept another file as the password instead.

The integration with Firefox is via the Add-on KeePassXC, which I have not tried, since I use 
Firefox’s own password keeper and do not wish to confuse the issue.

If you really want to, it is possible to run this database file from cloud storage, like keybase or 
dropbox. But you should ask yourself whether that is wise for all your password details.
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